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Answers: 12.3.1.5 Lab - Configure the Firewall in Windows 8

Introduction

In this lab, you will explore the Windows Firewall and configure some advanced settings.

Recommended Equipment

e Two computers directly connected or connected over the network
e Windows 8 installed on both computers

e Computers must be in the same workgroup and share the same subnet mask

Step 1: Create and share a folder on PC-1.

a. Logonto PC-1 as a member of the administrator group. Ask your instructor for the user name and
password.

b. On PC-1, right-click the desktop, select New > Folder. Name the folder Cisco.
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Lab - Configure the Firewall in Windows 8

c. Right-click the Cisco folder, and then select Properties > Sharing > Advanced Sharing. The Advanced
Sharing window opens. Click Share this folder and use the default name Cisco. Click OK. Close the
Cisco Properties window.

) Cisco Properties

General | Sharing | Securty | Customize

Metwork File and Folder Sharing

Cisco
Not Shared 1
Network Path: Advanced Sharing
Mot Shared
Share this folder
Share...
Settings
Advanced Sharing Share name:
Set custom permissions, create | Cisco
advanced sharing options.
Add Remove
) Advanced Sharing... Limit the number of simultanesus users to: 0 s
Password Protection Comments:
People must have a user accou
computer to access shared folde
To change this setting, use the |
Permissions Caching
o e [

Step 2: Use File Explorer to view PC-1's shared folder.

a. Log onto PC-2 as a member of the administrator group. Ask your instructor for the user name and
password.

b. Open File Explorer window. In the left pane, under Network, expand PC-1.

Home Share View

« 4 M, Network » PC-1 » v & Search PC-1 b

> (M MALSD-RS &

> M NALSD-SP | Share

[ ampc - S
» 4 Cisco

M pC-2

1M STUDENTO

18 teclient

Cisco

~ <l wcTA A
Titem  1item selected

Under PC-1, Are you able to see the shared folder Cisco?
Note: If you answered no, ask the instructor for help.

c. Close File Explorer.

Step 3: Open Windows Firewall on PC-1.

Note: Use PC-1 for the rest of the lab unless otherwise stated.

a. To openthe Windows Firewall window, click Control Panel >Windows Firewall.
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Lab - Configure the Firewall in Windows 8

b. The normal state for the Windows Firewall is On.

4 Windows Firewall
:(-) = 4 @ » ControlPanel + All Control Panel ftems » Windows Firewall

Control Panel Home

Allow an app or feature

through Windows Firewall
'?:.‘ Change notification settings

) Turn Windows Firewall on or
off

%) Restore defaults
) Advanced settings

Troubleshoot my network

Seealso
Action Center

Network and Sharing Center

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC

through the Internet or a network.

l a' Private networks

Connected (':‘)

Networks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active private networks:

Motification state:

l g' Guest or public networks

c. What are the benefits of Windows Firewall?

On

Block all connections to apps that are nat an
the list of allowed apps

2 Network

Netify me when Windows Firewall blocks a

new app

Not connected (\}:‘

Step 4: Investigate the Windows Firewall Allowed Programs feature.

a. Click Allow an app or feature through Windows Firewall.

&

Centrol Panel Home

Allow an app or feature
thrcugf Windows Firewall
'?:.‘ Change-otification settings
) Turn Windows Firewall on or
off
%) Restore defaults
) Advanced settings

Troubleshoot my network

Seealso
Action Center

Network and Sharing Center

Windows Firewall

\(-) > T ﬂ » Control Panel » All Control Panel tems » Windows Firewall v

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC

through the Internet or a network.

l a' Private networks

Connected (':‘)

Networks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active private networks:

Motification state:

l g' Guest or public networks

On

Black all connections to apps that are nat on

the list of allowed apps

2 Network

Netify me when Windows Firewall blocks a

new app
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Lab - Configure the Firewall in Windows 8

b. The Allowed apps window opens. Programs and services that Windows Firewall is not blocking will be
listed with a check mark. Click What are the risks of allowing an app to communicate?

Note: You can add applications to this list. This may be necessary if you have an application that requires
outside communications but for some reason the Windows Firewall cannot perform the configuration
automatically.

@ Allowed apps = B
[C)] ~ 1 @ « Al Control Panel ltems + Windows Firewall + Allowed apps v ¢ | SearchCo.. @
Allow apps to communicate through Windows Firewall

To add, change, or remove allowed apps and ports, click Change settings.
What are the risks of allowing an app tocommunicate? ) Change settings

J

Name Private  Public *

[W| BranchCache - Content Retrieval {Uses HTTP)

Allowed apps and features:

[ BranchCache - Hosted Cache Client (Uses HTTPS) O ]
[0 BranchCache - Hosted Cache Server (Uses HTTPS) O ]
[ BranchCache - Peer Discovery (Uses WSD) O [m]
CheckPoint.VPN
[ Connect to a Metwork Projector m] O
Core Networking
[ Distributed Transaction Coordinator ] m}
[ f5.upn.client
[ File and Printer Sharing O
Games
HomeGroup I
Details... Remove

Allow another app...

OK Cancel

Creating too many exceptions in your Programs and Services file can have negative consequences.

Describe a negative consequence of having too many exceptions.

c. Close Windows Help and Support window.
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Lab - Configure the Firewall in Windows 8

Step 5: Configure the Windows Firewall Allowed apps feature.

a. Click the Allowed apps window so it is active. Click Change settings. Remove the check mark from File
and Printer Sharing. Click OK.

w Allowed apps = B

© = 1 @ « AllControl Panel ltems » Windows Firewall » Allowed apps v ¢ | SearchCo.. P
~

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? Change settings

Allowed apps and features:

Name Private  Public *

[ Distributed Transaction Coordinator [m] ]

[ f5.vpn.client

T N

2 Gemes s

HomeGroup m]

[JiSCSI Service m] O

[ JuniperNetworks.JunosPulseVipn

[ Key Management Service m] m}

Mail, Calendar, and People

Maps

[0 Media Center Extenders ] a

4 MSN Food & Drink hd
Details... Remave

Allow another app...

OK Cancel

b. On PC-2, using File Explorer, attempt to open the network connect to PC-1.
Can you connect to PC-1 and view the Cisco shared folder?

Did you receive an error message on PC-2? If so, what was the Error message?

c. Close all open windows on PC-2.
d. OnPC-1, add a check mark to File and Printer Sharing. Click OK.

Note: You should be able to add the check mark without needing to click Change settings.
e. On PC-2, re-open File Explorer and attempt to connect to PC-1.

Can you connect to computer 1? Why?

f. Close all open windows on PC-2 and Log off .

g. Close all windows on PC-1.

Step 6: Configure Advanced Security features in Windows Firewall.
Note: Use PC-1 for the rest of this lab.

a. Click Control Panel > Administrative Tools > Windows Firewall with Advanced Security
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Lab - Configure the Firewall in Windows 8

b. The Windows Firewall with Advanced Security window opens. In the panel on the left, you can select
items to configure Inbound Rules, Outbound Rules, or Connection Security Rules. You can also click
Monitoring to view the status of configured rules. Click Inbound Rules.

#

File  Action
E Windows Firewall with Advance

Inbound Rules

&3 Outbound Rules

% Connection Security Rules
©» %, Menitoring

View Help

C.

Windows Firewall with Advanced Security

Windows Firewall with Advanced Security on Local Computer

~

ﬂ Windows Firswall with Advanced Securty provides network securty for Windows computers

Overview

Domain Profile

@ Windows Firewall is on

© Inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a rule are allowed.

Private Profile is Active

@ Windows Firewall is on

© Inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a nile are allowed
Public Profile

@ Windows Firewall is on

® Inbound connections that do not match a rule are blocked

@ outbound connections that do not match a e are allowed

B3 Windows Firewall Properties

Getting Started

A ot b,

p s

Create connsction security rules to specify how and when connections betwesn computers ars authentica:
protected by using Intemet Protocol security (IPsec).

PN Cernactinn Sarribe B las

- o N

Actions
Windows Firewall with Adva...

& Import Policy...
45 Export Policy...

Ps

Restore Default Policy
Diagnose / Repair

View »
Refresh

Properties

B @B

Help

In the middle panel, scroll down until you find the inbound rule named Files and Printer Sharing (Echo

Request — ICMPv4-In). Right-click the rule and select Properties, then select the Advanced tab.

@

File  Action

|

View Help

#P Windows Firewall with Advanc
21 Inbound Rules
Outbound Rules
P Connection Security Rules
> B Monitoring

Windows Firewall with Advanced Security

Name Group ‘ Profile
@ f5.vpn.client f5.vpn.client All

@ File and Printer Sharing (Echo Request - ICMPv4-In)  File and Printer Sharing Public

i ) 1C04 |} File and Printer Sharing Private
@ File and Printer ¢ Disable Rule 4-In)  File and Printer Sharing Domain
@ File and Printer ¢ - 6-In)  File and Printer Sharing Domain
@ File and Printer ¢ c 6-In)  File and Printer Sharing Public
@ File and Printer ¢ I 6-In)  File and Printer Sharing Private
@Fileandprinter{  Delete File and Printer Sharing Private
@ File and Printer ¢ Properties File and Printer Sharing Demai..
@Fileand Printer ¢ File and Printer Sharing Public
@Fileand Printers iR File and Printer Sharing Domain
@ File and Printer Sharing (NE-Datagram-In) File and Printer Sharing Private
@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Public
@ File and Printer Sharing (NE-Name-In) File and Printer Sharing Private
@ File and Printer Sharing (NE-Name-In) File and Printer Sharing Demain
@ File and Printer Sharing (NB-Session-In) File and Printer Sharing Public
(@ File and Printer Sharing (NB-Sessien-In) File and Printer Sharing Private
@ File and Printer Sharing (NB-Session-In) File and Printer Sharing Domain
@ File and Printer Sharing (SME-In) File and Printer Sharing Public
@ File and Printer Sharing (SME-In) File and Printer Sharing Private
@ File and Printer Sharing (SME-In) File and Printer Sharing Domain
@ File and Printer Sharing (Spooler Service - REC) File and Printer Sharing Public
@ File and Printer Sharing (Spooler Service - RPC) File and Printer Sharing Private
@ File and Printer Sharing (Spooler Service - RPC) File and Printer Sharing Domain
(@ File and Printer Sharing (Spooler Service - RPC-EPM... File and Printer Sharing Private
@ File and Printer Sharing (Spooler Service - RPC-EPM... File and Printer Sharing Public v
< >

< >

Opens the properties dialog box for the current selection.
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Inbound Rules
W3 NewRule..
T Filter by Profile
T Filter by State
T Filter by Group

v v v ¥

View
Refresh
Export List..

EL o

Help

File and Printer Sharing (Ech...
@ Disable Rule

&
Iy Copy
K Delete
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Cut

Help
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Lab - Configure the Firewall in Windows 8

d. The Advanced tab displays the profile(s) used by the computer. Click Customize in the Interface Types
area of the window.

General | Programs and Services | Remote Computers
Protocols and Ports | Scope | Advanced | Local Principals Remote Users

Profiles
| Specify profiles to which this rule applies.

- .
= ["] Domain

Private
[] Public
Interface types
Specify the interface types to which this :
rule applies.

Edge traversal

.+~ Edge traversal allows the computer to accept unsclicited
™=  inbound packets that have passed through an edge device
such as a Network Address Translation (NAT) router ar
firewall.

i Block edge traversal v |

Prevent applications from receiving unsolicited traffic from
the Intemet through a NAT edge device.

OK || Cencel || Apply |
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Lab - Configure the Firewall in Windows 8

e. The Customize Interface Types window opens. It displays the different connections configured for your
computer. Leave All interface types selected, then click OK.

This rule applies to connections on the following inteface types.

(@) Al inteface types

() These interfface types:

[] Local area network
[ ] Remote access
[] Wireless

f. Click the Programs and Services tab. In the Services section, click Settings....

Protocols and Ports I Scope I Advanced I Local Principal: | Remote Users
General | Programs and Services | Remote Computers

Programs
@ ® Al programs that meet the specified conditions
This program:

Browse...

Application Packages

) Specify the application packages to which
“—..q:;'__p this rule applies.

Services
1 Speciy the services to which this rule :

oK || Ccancel || popl
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Lab - Configure the Firewall in Windows 8

g. The Customize Service Settings window opens.

Apply this rule as follows:
® Apply to all programs and services
Apply to services anly

Apply to this service:

Mame

L, ActiveX Installer (fxinstSV)
2k App Readiness
:-Sé,ﬂqaplicatinn Experience

., Application Idertity

L, Application Information

:-‘;%,anplication Layer Gateway Service
:-%Pcplicatinn Management

., AppX Deployment Service {AppXSVC)
‘- Backaround Intelioert Transfer Service

Short Name

Poclngt SV
AppReadiness
AelookupSve
ApplDSve
Appinfo

ALG

AppMgmt
AppXSve
BITS

Apply to service with this service short name (example: eventlog):

h. List the short name of four services that are available.

i. Click Cancel to close the Customize Service Settings window.
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Lab - Configure the Firewall in Windows 8

j- Click the Protocols and Ports tab.

Note: There are many applications that users do not normally see that also need to get through the
Windows Firewall to access your computer. These are the network level programs that direct traffic on the
network and the Internet.

| General | Programs and Services I Remote Computers
Protocols and Ports | Scope I Advanced I Local Principals | Remote Users

Protocols and ports

ﬂff Protocal type: ICMPv4

Protocol number: 13

-

Local port: All Ports

Intemet Control Message Protocol -Customize..
(ICMP) settings: k‘

k. For the ICMP settings, click the Customize button.
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Lab - Configure the Firewall in Windows 8

[.  The Customize ICMP Settings window opens. Allowing incoming echo requests is what allows network
users to ping your computer to determine if it is present on the network.

Apply this rule to the following Intemet Control Message Protocol (ICMP)
connections:

[] Packet Too Big

[] Destination Unreachable
[] Source Quench

[] Redirect

Echo Request

[] Router Advertisement
[] Router Solicitation

[[] Time Exceeded

[] Parameter Problem

[] Timestamp Request
[[] Address Mask Request

Thig ICMP type:

Type: 0 Code:

List four of the Specific ICMP types.

m. Close all open windows on PC-1.

n. Right-click the Cisco folder on the Desktop, then select Delete.

Reflection

What are some possible reasons you may need to make firewall changes?
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